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Abstract

The world of technology is an ever evolving, having exciting
technology every time. For the past few years, cloud computing has
been the new exciting product in technology. The cloud is primarily
used for data storage (private or public), therefore the security
aspect of accessing the cloud is a very challenging topic. In this
paper, the authors review the existing cloud security aspect, and
offer approaches to enhance them as well as presenting a new user-
friendly security interface for getting into the cloud that would put
users at ease.

Data management and manipulation is a very challenging topic,
and the cloud provides a great environment for such work. An
example of data available on the cloud is images (i.e., fringe images).
The authors also discuss the availability of images manipulation
and analysis tools on the cloud, and offer a system model for images
processing and analysis on a securely accessible cloud.
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Introduction

Managing and Manipulating data on a securely accessible
Private cloud is a great challenge. Statistics depicts that the
generation now is more into technology and the internet. Pew
Research Center states that 93% of people of age ranging from
19 to 29 are online [1] Cloud Computing is taking its importance;
they are now the center point of the technology world. It makes
an easy life for each individual respective of their fields. People
from different fields have migrated to cloud infrastructure, due
to its comfortable and anytime anywhere accessible elasticity
property, flexibility and the low cost. The rapid development and
ease to use of the cloud encourage the companies to learn about
the latest developments in Cloud.

Another reason the cloud is becoming so popular is the fact
that it specially makes it easier for scientists to collaborate on
researches regardless of their locations. The mini-review aims
at utilizing the cloud to make images manipulation and analysis
easier for scientists, and facilitate research collaboration. Image

manipulation and analysis is a widely used in the field of physics.
Physicists from different continents work together on research
projects, where they collect thousands of data (i.e., fringe images).

Adding embedded layers can strengthen the security of the
cloud. The developed model is planned and presents the best
to be user- friendly. The cloud Secured environment designed
is having newer ideas and few improvements to the existing
methods. One of the improved security layers is the two-step
verification. According to an article written by Rosenblatt and
Cipriani, two-factor authentication means adding an extra step
to the log-in procedure, “The password is your single factor of
authentication. The second factor makes your account more
secure, in theory” [2]. The two-step authentication method is
already in practice by some popular clouds such as Gmail, Yahoo
mail and Outlook. Also, LMcPherson stated some common
questions used for password reset in these known clouds are
the following and said how easy the answers to these questions
would be [3]. Here are few of them:

e What is the name of the road you grew up on?

e Whatis your mother’s maiden name?

e What was the first company that you worked for?
e Where did you go to high school/college?

e Whatis your mother’s maiden name?

e What was the first company that you worked for?
e Where did you go to high school/college?

The Goal of the mini-review is to present a software model for
fringe image processing and analysis which can be implemented
in a securely accessible private Cloud that is user friendly, in
order to make research collaborations easier. The software
should be hosted on a secured cloud infrastructure, making
it easy to access by all party of research projects regardless of
their location. An analysis of existing processing and analysis
algorithm is being carried out, and the optimal algorithms chosen
will be implemented and altered for an optimal result. The cloud
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is so popular nowadays and is hosting millions of data. Data from
the cloud is easily accessible (i.e, it can be retrieved from any
smart device), therefore its security aspect is becoming more
of a concern for the users. Security is an important aspect; data
confidentiality is of greater concern when data is being stored in
Cloud.

Existing Image manipulation and analysis tools on the
cloud

The cloud provides a great platform for application hosting
and deployment thanks to PaaS(platform as a service) providers.
Therefore, the cloud has become the favorite playground of
application developers, having numerous applications being
developed. But, surprisingly, it is extremely hard to find
applications on the cloud with image processing and analysis
capability. The need for image processing and analysis tools
on the cloud in the scientific community is growing, and it is
not being satisfied. The cloud has a few available applications
for image processing. Those applications mostly offer basic
image manipulation features (for web development purposes).
However, there is one project called: Cloud-Based Image Analysis
and Processing Toolbox Project that is attempting to solve the
problem. The Idea is to provide improved access to the existing
biomedical image processing and analysis software packages to
research communities via remotely accessible user-interfaces.
Although this is a great project, it does not provide tools for the
entire scientific community. Therefore there is still a need for
cloud based image processing and analysis tools for the scientific
community.

Method
Secure Image Storage

The user is expected to login to the account with the two step
verification system. They will first have to provide User Id and
the Password (step one) and the next step is to answer a security
question. Another option of twostep security verification would
be an implementation of the “MIST” algorithm [3]. Once logged in,
the user can now upload images regardless of their size or format.

Image Processing

The second step is to process the image. First the selected
image is uploaded into the application. It is then converted into
the bitmap format (.bmp) if not already in that format. The image
then goes through some filtering algorithms.

e DE-noising

o Removes noise made by the machine used for the
experiment

e Edge the image

© Run an edging algorithm on the image (i.e., Laplace
algorithm)

e Adjustimage contrast to obtain better resolution.
Pattern and shape recognition

After processing the image for better quality, the application
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then checks the image for the known pattern and shapes, it then
categorizes the images based on its shape and patterns.

Image analysis algorithm

The image will then undergo an analysis phase. An example
would be running a discrete Fourier algorithm.

Save image and result

The final step would be to save the image and the result of the
analysis back on the cloud under a different folder.
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Result

Our results will be populated and released to the public
in approximately two months. Currently we are evaluating
the statistics we calculated and computed based on a survey
we’ve conducted. The survey is based on both the manipulation
and management of images on the cloud(disregarding their
dimensions or types (i.e. .jpg, .gif, .bmp, .tiff, .png)), and the data
transfer rate. We hope to run tests and release the results and
conclusion in future publications.
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Conclusion

A model is developed to reduce the difficulty physicist face

Citation: Alkadi I, Karam C, Diarra O (2017) A More Productive and Efficient Approach for “Optimal” Manipulation and Management Page 2of 3 IIII

of Images on a Securely Accessed Private Cloud. ] Comp Sci Appl Inform Techn@(2):3. 3. DOI: http://dx.doi.org/10.15226/2474-

9257/2/2/00102



A More Productive and Efficient Approach for “Optimal” Manipulation and Management

N Copyright:
of Images on a Securely Accessed Private Cloud © 2017 Alkadi, et al.

while collecting thousands of fringe images, by having a faster 2. Two-factor authentication: What you need to know (FAQ). CNET.

upload rate of better quality images to a secure private cloud. 2016. Available from: https://www.cnet.com/news/two-factor-
The cloud security is managed in such a way to provide a secure authentication-what-you-need-to-know-faq/
and easily accessible environment (user friendly) to the users. 3. Cpherson LM. The 10 Most Common Password Security Questions.
The images can be uploaded once, and processed on the cloud Stumble Forward. 2016. Available from: http://stumbleforward.
without the need for every party to download the data on local com/2012/08/20/the-10-most-common-password-security-
computers. questions/
References 4. Devkota D, Ghimire P, Burris ], Alkadi I. Comparison of security
algorithms in cloud computing. 2015 IEEE Aerospace Conference.

1. Nekola A. Teen Internet Use Graphic. Pew Research Center RSS. 2016. 2015.

Available  from: http://www.pewresearch.org/millennials/teen-

internet-use-graphic/
Citation: Alkadi I, Karam C, Diarra O (2017) A More Productive and Efficient Approach for “Optimal” Manipulation and Management IIII

of Images on a Securely Accessed Private Cloud. ] Comp Sci Appl Inform Techn@(2):3. 3. DOI: http://dx.doi.org/10.15226/2474-
9257/2/2/00102


http://www.pewresearch.org/millennials/teen-internet-use-graphic/
http://www.pewresearch.org/millennials/teen-internet-use-graphic/
https://www.cnet.com/news/two-factor-authentication-what-you-need-to-know-faq/
https://www.cnet.com/news/two-factor-authentication-what-you-need-to-know-faq/
http://stumbleforward.com/2012/08/20/the-10-most-common-password-security-questions/
http://stumbleforward.com/2012/08/20/the-10-most-common-password-security-questions/
http://stumbleforward.com/2012/08/20/the-10-most-common-password-security-questions/
http://ieeexplore.ieee.org/document/7118923/?reload=true
http://ieeexplore.ieee.org/document/7118923/?reload=true
http://ieeexplore.ieee.org/document/7118923/?reload=true

