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minimal management effort or service provider interaction. 
Cloud Computing is best because of its Infrastructure as a service 
(IaaS) and platform as a service (PaaS). The comfort of cloud 
applications draws users to it. Cloud Computing takes enterprises 
search to a new level. It also allows them to reduce costs through 
improved utilization, infrastructure cost, and faster deployment 
cycles. Cloud Computing takes businesses search to a new level. 
It also allows them to reduce costs through improved utilization, 
infrastructure cost, and more rapid deployment 

Related Work
In this chapter, a review is done, that could relate to our 

representation - matching solution. We will discuss the algorithms 
that handle steganography in the cloud-based environment and a 
few cloud security algorithms.

Data Security In The Cloud Using Serpent Encryption 
And Distributed Steganography By Izevbizua, Peter 
Odion(2015)

The paper discusses securing data in the cloud. They did a 
hybrid concept by combining two techniques: Serpent encryption 
algorithm and distributed steganography. This method serves a 
significant advantage on the cloud security, but the steganography 
was not well handled, i.e. distributed Steganography has its 
disadvantages compared to Genetic Algorithm.

Data Security in Cloud Computing Using Encryption 
and Steganography By Karun Handa, Uma Singh (2015)

The paper deals with storing & retrieving data in the cloud 
server, encrypted then steganography algorithm applied. It stores 
the algorithm and data in the cloud, but there is no information 
about the technology used, and no traces of security handling.

Enhancing Data Storage Security In Cloud Computing 
Through Steganography By Mrinal Kanti Sarkar And 
Trijit Chatterjee

The algorithm uses 3 Cloud Service Providers (CSP), CSP -1 
has the resources for the grayscale image.CSP-2 has the algorithm 
for hiding and retrieving data from images. CSP-1 and CSP - 2 are 

Abstract
Steganography has been considered to be a standard way 

of sending secret data to the receiver without others being able 
to identify its immediate presence. Cloud computing has been 
competitive in fields like cost reduction, flexibility and optimal 
resource utilization. In the proposed algorithm, there is an effort 
taken to embed Steganography and Cloud Computing, so that, the 
security level of both can hold together and create a greater safety 
standard. The pixels are inverted and sent to Five Modulus Method 
(FMM) [7] or Genetic Algorithm based Steganography using Discrete 
Cosine Transformation (GASDCT) [11] algorithm based on its size 
and complexity; the steganography image is then transmitted to 
the receiver using the SaaS infrastructure. Using the Software as a 
Service (SaaS) Document Management, the image is stored, and 
shared to the receiver, which reduces the extra steps of upload and 
download, sending via email or any other meaning of communication. 
SaaS is Cost-efficient, secure, and scalable. Hence an efficient usage of 
its security and resources to create a system that can handle them 
in Cloud without any necessity to download an application to the 
network.
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Introduction
Steganography is the process of hiding a secret message 

within a source data and the extracting them, at its destination. 
A steganography message might be a picture or audio/video 
file. Embed secret data in cover images, without creating 
visually noticeable changes to keep an invader unaware of the 
existence of the secret. Genetic Algorithms (GA) can be used 
with Steganography. Genetic algorithms are search algorithms 
that use the best out of random researching, arriving at the best 
possible solution. When they are used together; it increases 
security for more sensitive information. Genetic Algorithm has 
a different approach compared to other typical algorithms. They 
get the places where data could be easily embedded and harder 
to understand their location.

Cloud computing enables convenient, on-demand network 
access to a shared pool of computing resources available with 



Page 2 of 4Citation: Alkadi I, Robert S (2017) Application and Implementation of Secure Hybrid Steganography Algorithm in Private Cloud 
Platform. J Comp Sci Appl Inform Technol. 2(2): 4. DOI: http://dx.doi.org/10.15226/2474-9257/2/2/00105

Application and Implementation of Secure Hybrid Steganography Algorithm 
in Private Cloud Platform Copyright: 

© 2016 Alkadi and Robert

connected to CSP-3, this carries out all the task of the user. The 
Algorithm handles only a limited number of security threats in a 
relatively small environment. Data safety and integrity being an 
important factor of cloud we would require a better algorithm.

Literature Review
Steganography tools

Steganography tools help to embed the data to be hidden in a 
Carrier File. Using Steganography tools there is no need to conceal 
the original file. Steganography needs to ensure robustness 
against steganalysis or statistical, by balancing data whitening 
process, and encoding process. The carrier file can either be an 
image, video, or audio file.

The carrier files are considered to be the core of 
steganography tool; every file format has its modification ways. 
The processing algorithm includes injection, Generation, LSB or 
adaptive Substitution, Frequency space manipulation, Ancillary 
data & metadata, etc. Injection and Generation are considered to 
be suspicious because of its increase in file size and traceability 
aspects

Why Image files used?

Image data have a range of numbers. The number of pixels in 
the picture and the granularity of the color definition is directly 
related to the size of the image. An image can either have 8 bits 
or 24 bits. A Color image with 8 bit will have a color range of 256 
colors, and a gray scale image will have the range of 0 to 255 
colors. An image file represents the color or the intensity of each 
pixel in a binary format. Gray Scale is a shade of gray color range. 
An excellent candid for steganography image can be graphical 
files because specifying small changes to the pixels in the picture 
does not make the steganography image look different from the 
original. Since the whole image data is a range of numbers it’s 
easy to change the binary value, and it does not have a great 
impact in the Human Visual System, and still, it carries out the 
desired task. 

Genetic Algorithm (GA) [2]

The GA are search algorithms that show an intelligent use of 
random search to solve optimization search, helping in directing 
them in the direction of better performance within the search 
space.  The individual chromosome that has been successful will 
produce more offspring than the others; these descendants may 
produce offspring’s that are better than their parent.

Chromosomes determine the behavior of GA. The behavior 
of chromosomes is dependent on the try for resources. The 
successive generations deliver optimal solutions, resulting in 
chromosomes which may be better suitable for the solution. The 
GA uses set of operators like Crossover, Mutation, Selection, etc. 
The fitness score helps us predicts the ability of a competing 
individual, ones that have the closest optimal value is used. 

Preview of Successive Different Steganography 
Algorithms

The Comparison of different algorithms is carried out to 

understand different algorithms and their consideration towards 
the best way of providing a cost optimal and more efficient 
algorithms. The Optimal Pixel Adjustment Procedure(OPAP) 
aims in reducing the representational errors caused by the Least 
Significant Bit substitution method, working more in adjusting 
the steganography image pixels to cover the errors created in the 
steganography image so there could be less difference or minimal 
difference compared to the cover image. In Inverted Pixel (IP) 
Approach, pixels are inverted before the addition of secret data. 
Each section of the secret image is taken into consideration, 
undergoes a check where it’s determined if the pixel inverted 
could be appropriate, if satisfying, they are then inverted and 
embedded into the image. The bits are used to record the changes, 
either treated as secret key or extra data that is inserted. 

SaaS Infrastructure

“Software as a service (SaaS) is a software distribution model 
in which a third-party provider hosts applications and makes 
them available to customers over the Internet” [4] SaaS is a 
software delivery model, sometimes mentioned as “on-demand 
software.” SaaS is helpful in many business applications. Two 
main ways of SaaS, Vertical SaaS (answers the needs of a specific) 
Horizontal SaaS (focus on a software category) SaaS, does not 
require any software installation, and no need for maintenance 
and upgrading [4, 5].

Methods
New Approach to Embed Secure Steganography in Private 

Cloud

The primary purpose of the study is to apply and implement 
steganography of secure hybrid Steganography System in Private 
Cloud Platform. Steganography is the process sending data 
between sender and receiver secretly in a public sector. Cloud 
computing is the best known public sector where everyone can 
have access to data.  The Image is stored in a private cloud, with 
data are hidden into it and having them safe from intruders, 
later retrieved using the key. The base concept is to lessen the 
unauthorized access of private data, prohibit the access of 
intruder to find out the algorithm that is to be worked out for 
adding the secret data to the cover image. The System has the 
security of steganography, and the security of Cloud Computing 
handled in an integrated manner. The Login Procedure has the 
Registration, Credential Proof verification, and the Four Step 
Verification (FVS).  The user is required to create an Id with the 
system and is requested to provide his identity proof credentials 
to ensure his identity. Once registered the user can log into his 
account.  While logging in, the user has to undergo the FVS where, 
user enter the ID & password, Mobile Verification, Security code 
& the catch phrase (given during the id creation). Once logged in, 
the user could see the home screen, here the user can save data to 
the storage limit acquired. The user can also select the encoding/
decoding procedure to encode/decode an image. The algorithm 
is stored in the cloud. During Encoding the image is converted to 
grayscale to prevent the detection of changes in Human Visual 
System (HVS).

2017



Page 3 of 4Citation: Alkadi I, Robert S (2017) Application and Implementation of Secure Hybrid Steganography Algorithm in Private Cloud 
Platform. J Comp Sci Appl Inform Technol. 2(2): 4. DOI: http://dx.doi.org/10.15226/2474-9257/2/2/00105

Application and Implementation of Secure Hybrid Steganography Algorithm 
in Private Cloud Platform Copyright: 

© 2016 Alkadi and Robert

Figure 1:Proposed model of Secure Hybrid Steganography Algorithm in Private Cloud Platform in a simple

2(2):4.
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Once Converted the Security key, data & complexity level is 
obtained, and based on complexity & the size of data, the image 
can either be encoded using or FMM [7] or GASDCT [11] after 
inverting some pixels in the picture using some patterns in the 
picture. The inverted details are embedded in the secret key to 
get the cover image separately during decoding. During decoding 
the secret data is obtained in a .txt file. The private cloud has a 
proprietary architecture, which supports us to restrict the access 
of an intruder to a significant amount. 

The SaaS infrastructure helps in sharing the steganography 
image with the receiver instead of using a standard means of 
transmission which could result in some leakage. The proposed 
algorithm would be implemented in a private Cloud. There are 
different techniques available, but the proposed system has 
a better way of overcoming the security alerts of cloud and a 
better way of creating a steganography image and transmitting 
it to the receiver.  It’s hard for any user who is not the profile 
owner himself will have a very hard time logging into the system. 
This level itself has its advantage of not letting an intruder. The 
System makes security be the key element. A clear diagrammatic 
representation of model is given in the tables section Figure 1.

Results
From the survey we conducted we conclude that 

steganography is an important in securing the data when 
transmitted over a public cloud. The survey was conducted on 
campus, with a population of 25. The general condenses is that 
most individuals who answered the survey had agreed with the 
point that associating an image with data element in the cloud 
would guarantee secure and hidden management of data. 
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Discussion 
The proposed algorithm has the steganography implemented 

in the private cloud, and the transfer of data is carried out by the 
SaaS infrastructure, this clearly proves that there is no way for 
the intruder to get access to data even when he gets in contact 
with any of his profile. The system makes the best use of the 
modern technologies available in a safer way, minimizing the 
security alerts in the cloud. 
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