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1 Abstract
This paper discusses what cryptography is, the
practice of using cryptography, and different cryptographic algorithms and their strengths and weaknesses.
Cryptographic measures are often the last line of security in a potential security breach and it is important
to implement into an organization’s security grid. However, using a cryptographic system does come with risks.
This paper will go over those risks as well as what makes
a cryptographic system strong and what makes them
weak. Using a weak cryptographic system can be worse
than using no cryptography at all, and we will look into
some of the potential attacks on a weak cryptographic
system.

who had read-only access working with user accounts, the password for BobbyBrown51 would not be compromised. This is the
simplest and most basic example of cryptography, but this is why
cryptology is known as the "last line of defense". Note that these
algorithms can be applied to more than just passwords and can be
applied to usernames, messages, numbers, and all sorts of data.
2.1 Terms
These are a few terms which are used frequently throughout
the paper and can get confusing, they are described below:
plaintext: the data in the decrypted, readable form.
encryption: The scrambling of plaintext by a cryptographic algorithm. decryption: The unscrambling of encrypted data.
cipher: Reverse algorithm used on encrypted data to eventually
find the plaintext. ciphertext: The scrambled output of a cipher.
Converted to plaintext using the key.
key: Unique code that is kept secret and protected, used during
the encryption and decryption of data.

3 Cryptographic Algorithms
2 Introduction
Cryptography is the art of "extreme information security". It
is extreme in the sense that once treated by an algorithm, a message (or database field) is expected to remain secure even if the
adversary has full access to the treated message [1]. Other security techniques are designed to keep users away from the information and typically come with complicated procedures on authorization roles. Cryptography assumes that every user has full
access to all data and if implemented properly, the data still will
remain secure.
Cryptography is more commonly known as the scrambling of a
data message into a random sequence of bits. For instance, when
a user creates an account for their online banking system they use
the following credentials: "BobbyBrown51" as the user name and
"Bond007" as the password. After creating the account, a cryptographic algorithm is used on the password before it is stored
in the database, leaving the password to be stored as an indiscernible string of data like "0397HJ61FBAX9731F". In this case,
if the data was breached by a hacker or just by a bank employee

There is a basic rule in cryptography known as Kerckhoffs’s
Principle. This rule states that a cryptosystem should be secure
even when everything about the system is public knowledge,
except for the key. Below are three different categories of
cryptographic algorithms, each plays an important role in most
cryptographic systems. They are symmetric-key, public-key, and
hashing.
3.1

Symmetric-key
Symmetric-key is an encryption system in which the sender
and receiver of a message share the same, common key [3]. The
same key is used to encrypt and decrypt the message. This is
contrast to a public-key system where each individual would have
two keys. Symmetric-key systems are faster and simpler than a
public key system, but their major disadvantage is that the two
parties must exchange the key in some type of secure way. If
this key were intercepted, the ciphertext could be ciphered by a
perpetrator. Remember, according to Kerckhoff’s Principle, the
most important thing to keep secure in a cryptographic system is
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the key. Below is a figure of how the symmetric-key works.

Figure 1: Symmetric-key system [4]
Above, in Figure 1, you can see the basic layout of a symmetrickey system. Imagine this real world example where Tom is sending an important message to Joe, perhaps user account information or banking information. When Tom sends the message, it is
first encrypted and then sent to Joe as ciphertext. While this is
happening, the key is also sent over a different and secure line.
The line that the ciphertext is sent over doesn’t necessarily have
to be sent secure because the ciphertext is useless without the key.
Once Joe receives the ciphertext and the key, the message can be
decrypted and he would be able to view the message. Two famous
ciphers, Data Encryption Standard (DES) and Advanced Encryption Standard (AES), both use symmetric keys [1]. Symmetrickey systems are efficient at ciphering small and large amounts of
data but the biggest risk is key management, because the key has
to be sent every time data needs to be deciphered.
3.2

commonly used to send smaller amounts of data. Above is a figure
of how public key works.
Above, in Figure 2, you can see the basic layout of a public key
system. Imagine the same real-world example used in Figure 1
where Tom sent a secure message to Joe. In this case, we will
assume that Tom and Joe have already been supplied with both
of their private keys. When Tom sends the message the message
will be sent along with the public key. Both the message and the
public key will be encrypted using Tom’s private key. When Joe
receives the message, his private key will be used in conjunction
with the received public key, and he will then be able to view the
decrypted message.
One important use for public-key cryptography is to create online digital signatures. Digital signatures are used much like real
signatures to verify who sent a message. The private key is used
to sign the message, and the public key is used to verify the signature [1].
3.3

Hashing

Hashing is the last cryptologic algorithm and is a one-way
function. Hashing turns any amount of data into a fixed-lengthed
"fingerprints" that cannot be reversed [5]. This is great and is
most commonly used for password protection. We are able to
store the encrypted string into a database. This way the password plaintext is never stored on any hard drive, only the encoded string. When a user logs in, the entered password will be
hashed by a function and this hash will be compared to the hash
that is stored in the database. If the hashes match, the user is able
log in.

Public Key

As stated before, in comparison to a symmetric-key system,
a public key system (asymmetric system) has two keys. One key
is known as the public key, which can be shared with the general
public. The second key is known as the private key, which must
remain a secret. Typically, the public key is the encryption key
and the private key is the decryption key, but this is not always the
case. Well-known asymmetric algorithms include RSA, ElGamal,
and Diffie-Hellman [1]. This type of system is slower and more
complex than symmetric-key but is generally more secure. It is

Figure 2: Public key system [4]

Figure 3: Strings being hashed [5]
In the above figure, figure 3, we see strings being hashed using a hashing function and then seeing the resulting hash. Using strong hashing functions allow similar strings like "hello" and
"hbllo" to result in unsimilar hashes. Remember, in comparison to
the other two algorithms, hashed data cannot be reversed. This
means that hashing would not work for the example used in the
previous two algorithms. If Tom sent a hashed message to Joe,
Joe would not have any way to decrypt that message. Hashed
data is not meant to be decrypted, it only is meant to be compared to, like in the case of passwords and logging into a system.
Common hashing algorithms include the Secure Hash Algorithm family, which includes: SHA-224, SHA-256, SHA-384, and
SHA-512. The older SHA-1 and MD5 algorithms are currently in
wider use, but flaws in both have been identified, and both should
be retired in favor of a more secure hash [1].
The symmetric and public key system in applying the concept
of cryptology is such a great and normal proecdure in protecting
user’s data while the users use different programs that it carried
over in principle and pratice over to protecting larger instances
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of data while using larger or same scale programs particularly
reading and storing data in massive databaeses. Even though the
concept remains the same when dealing with larger sets of data
or databases the cryptologist has to worry the most about the
incredible amount of records that may be not cleansed i.e, duplicates, or invalid. Either way the job of the security person is to
enforce saving all transacrions and hiding the data from any outsiders soying or scanning the session online. Once data is saved
then the key can be dismanteled.
In DBMS, the cryptology system should be used inside of the
program? To come up with a cryptology system that works inside DBMS requires so many experimentations since it is difficult
to write one just to work on one type of database as you know
databases vary in types and compatibility. It is very and should
be so easy to prevent the DBAs from getting the information they
should not see by implementing and applying both a potent combination of encryption and 3-factor authentication logon mechanism.
Proposed "Optimal Cloud Secured Cryptography Enforced
System" (OCSCES)

4 Cryptographic Risks/Attacks
Some of the issues we have solved from a system security
standpoint by implementing a cryptological system are securing
the sensitive data. Cryptology is best used for protecting confidential data in a system, i.e. passwords, signatures, high-importance
messages. Cryptology changes the need of having to protect the
entire system of data, to only have to protect one piece, the key.
As long as the key remains secure, the encrypted data is meaningless to a perpetrator. This raises the question and biggest risk
to using a cryptographic system: What happens if the key is modified, stolen, or lost?

4.1

Risks
If the key is lost, stolen, or modified you are left with a
database full of meaningless data, there is no "restore" button
or any reversal software. Still, with proper implementation and
security, a cryptographic system is highly advantageous. It is a
lot easier to focus your resources on protecting only one piece
of data, the key, as opposed to protecting thousands of tables of
data. The key must be protected with very strong access controls,
and those controls must cover both direct and indirect access [1].
Direct access is access to the key itself. An attacker with direct
access may copy the key and use it without fear of detection. Indirect access is access to an application or service that has access to
the key. With indirect access, an attacker can feed encrypted data
to the application or service and view the decrypted information
[1].
4.2

Attacks
An attack on a cryptographic system is usually defined as a
perpetrators attempt to retrieve the key or plaintext. A knownciphertext attack is what most people think of a cryptographic
attack [1]. This is where the attacker has access to all of the
ciphertexts produced by a certain key. He then usually uses tools
or other software to "guess" the plaintext. Dictionary, brute-force,
and look-up tables are all common attacks used once an attacker
has access to ciphertext.
A dictionary attack is an attack from a file containing words,
phrases, and common passwords. Each word in the file is hashed,
and is compared to the ciphertext that the attacker has acquired.
These dictionary files are often filled with passwords from real
databases, as well as "leet speak" equivalents. "Leet speak" is
where "hello" would become "h3110" [5]. Brute-force attacks are
much like dictionary attacks but instead of reading through a file,
a brute-force attack will use all possible combinations of characters up to a given length. Brute-force attacks are slower and
computationally expensive. Look-up tables are a pre-stored set of
already hashed passwords, which are compared to a list of ciphertexts, which then return all the hashes that match, thus giving you
the password.

Figure 4: Results of look-up table search [5]

5 Conclusion
There will always be new tools and methods for hackers to
penetrate the latest security systems, just like there will always be
bigger and better guns to penetrate the biggest and best armor. A
well implemented cryptosystem is secure to some of the highest
standards and allows any exposed data to be meaningless to the
viewer, whether it be an attacker or a development member with
read-only permissions. Using this type of system allows the secu-
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rity team to focus on keeping only one piece of data secure, the
key, as opposed to thousands of sensitive data fields. Although
losing, modifying, or having your key corrupted would be detrimental to a database system, with proper key management this
can still be the best security practice available. It is important to
implement this type of system correctly. Using a weak cryptosystem that is easy to crack or does not have proper key management
can instill a sense of security confidence that renders your system
less secure than it would have been had you not used cryptography at all.
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